MpunoxeHune Ne2. MIHhopmaunoHHaa NaMAaTKa 4715 06yYaroLwmnxes AN pasmeLleHms Ha
omumnanbHbIX VIHTepHeT-pecypcax

C KaX/bIM rojoM MONOAEXW B MHTEPHETe CTAHOBUTLCS 6GO/bLUE, a WKOMbHUKN OAHMN 13
cambIX aKTWBHbIX MNofMb3oBaTenieit PyHeTa. Mexay Tem, MOMWMO OFPOMHOI0 KONMYecTBa

BO3MOXHOCTEW, MHTEPHET HeceT U Npob6sieMbl. JTa NamMATKa JO/MKHA NOMOYb Tebe 6e3omnacHo
Haxo4MTbCS B CETU.

KomnbloTepHble BUPYChI

KoMnbloTepHbIiA  BMPYC -  3TO  PasHOBWMAHOCTb  KOMMBKOTEPHLIX — NMPOrpamm,
OTNNYNTENbHOW  OCOGEHHOCTbID KOTOPOW SIBMSIETCA  CMOCOBHOCTb K PasMHOXEHWO. B
[OMONHEHNE K 3TOMY, BUPYCbl MOTYT MOBPEAUTb MU MOMHOCTbI YHUUTOXUTL BCe (halifbl v
[aHHble, NOAKOHTPO/IbHbIE MONb30BATENH, OT MMEHU KOTOPOro Gblna 3amylieHa 3apakEéHHas
nporpammMa, a Tak)Xe MOBPEAWTb WM AaXe YHUYTOXMUTb OMepaluoHHYH CUCTEMY CO BCEMM
(haiinamu B LenoM. B 60/bLIMHCTBE CyYaeB PacrnpoCTPaHAKTCS BUPYChl Yepe3 UHTEPHET.

MeTogpl 3aWMTbl OT BPEAOHOCHbIX NPOrpaMm:

1. Ncnonb3yil cOBPeMeHHble OMepauOHHbIE CUCTEMbI, UMEIOLMe CepbE3HbIA YPOBEHb
3alWmnTbl OT BPEAOHOCHbIX MPOrpamm;

2. T1oCTOSIHHO YycCTaHaBnvBaW MayTy (LMgpoBble 3annaTtku, KOTOpble aBTOMaTUYeCKu
YCTaHaBNMBAKOTCS C LENbH A0pabTKM Mporpammbl) M Apyrne 0GHOBNEHUS CBOEN
onepaLuoHHON cncTembl. CKaumMBail NX TOMbKO C OPULINMANBHOIO caiTa pa3paboTumnka
OC. Ecnu cyLecTBYeT peXXum aBTOMaTMyecKoro 06HOBMEHNSA, BK/HOUM €rO;

3. Pab6oTali Ha cBOeEM KOMMbOTEPe MOA NpaBaMu MoNb30BaTeNs, a He afMUHUCTpaTopa.
3T0 He NO3BONUT OGOMBLUMHCTBY BPEAOHOCHbLIX MPOrpaMM WHCTaNIMPoOBaTbCA Ha
TBOEM MepCOHa/IbLHOM KOMMbIOTEPE;

4. Vcnonb3yii aHTUBMPYCHbIE MPOrpaMMHbIe MPOAYKTbl U3BECTHbLIX NPOM3BOAUTENEN, C
aBTOMaTMyeCcKUM 06HOBMIEHNEM 6a3;

5. OrpaHnyb (M3NYECKNl JOCTYN K KOMMNbIOTEPY A8 MOCTOPOHHMUX NINL;

6. Vcnonb3yli BHELWIHME HOCMTENN UH(OPMALMK, Takne Kak tieLlka, AUCK Unn gaiin n3
NHTEpHeTa, TONbKO M3 NPOtepeHHbIX NCTOUYHUKOB;

7. He oTKpbiBali KOMMbIOTEPHbIE (hailfibl, MONYYEHHbIE U3 HEHAAEXHbIX MCTOUYHMKOB.

Ldaxe Te (haiinbl, KOTOpble Mpucnan TBOW 3HAKOMbIA. Jlydlle YTOUYHW Y HEro,
OTMpaBnsAN NN OH Tebe ux.

CeTun WI-FI

Wi-Fi - 3T0 He Bu[, nepefayv faHHbIX, HE TEXHOOTUSA, a BCero mwb 6peHs, mapka. Eue
B 1991 rogy HuAepnaHAckas KomnaHus 3apeructpuposana 6peHs «WECA», yto 0603Ha4ano
cnosocoyetaHue «Wireless Fidelity», KOTOpbI/i NepeBOAMTCA KaK «6eCcnpoBoAHas TOYHOCTb.

[o Hawero BpemeHW folwina apyras abbpeBmaTypa, KOTOpas ABNAETCH TakKOM e
TexHonoruein. 1o abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe ObI0 4aHO C HAMEKOM Ha CTaHaapT
BbICLUMI 3BYKOBOW TeXHUKMN Hi-Fi, 4TO B NepeBoje 03Ha4YaeT «BbICOKAs TOYHOCTbY.

[a, 6ecnnatHbIil MHTEPHET-AOCTYN B Kadie, OTENSAX U asponopTax SBNSeTCS OTAUYHON

BO3MOXHOCTbIO BbIX0fla B UHTEPHET. HO MHOIMe 3KCMepTbl CYMTAKOT, 4YTO 06LLeaoCcTynHble Wi-
Fi ceTn He aBns0TCA 6€30MacHbIMUA.

CoBeTbl N0 6e30nacHOCTU paboTe B 06LWeA0CTYNHbIX ceTax Wi-fi:



He nepefaBali CBOK NIMYHYHOD MH(OpMauuio 4vepes obuwepocTynHble Wi-Fi ceTw.
PaboTas B HWX, XenaTe/lbHO He BBOAUTb Maposv [OCTyna, /IOTUHbI U Kakue-To
HOMepa;

Mcnonb3yii 1 06HOBNAK aHTUMBUPYCHbIE NporpaMMbl 1 6paHaMayep. Tem cambiM Tl
obe3onacub cebs 0T 3aKaykun BMpyca Ha TBOE YCTPOMCTBO;

Mpu wncnonb3oBaHun Wi-Fi oTkaoum QyHkymio «O6wuii goctyn K arinam w
npuHTepam». [aHHasa (QYHKUMSA 3aKpbiTa M0 YMO/MYaHWIO, OAHaKO HeKOoTopble
Nnonb30BaTeNn aKTMBMPYIOT eé Ans ya06CTBa MCNoMNb30BaHMA B paboTe nnm yyeobe;

He ncnonb3yii ny6onmuHeii WI-FI gnsa nepefayun AMYHbIX AaHHbIX, Hanpumep Ans
BbIX0/a B COLMAIbHbIE CETU UAWN B 3NIEKTPOHHYHO MOYTY;

Mnonb3yil ToNbKO 3alMileHHOoe coeauHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Be6-afpeca BBOAN UMEHHO «https://»;

B Mo6unbHOM  TeneoHe OTKAKUM  yHKUMO  «[lopkntoyeHne K Wi-Fi

aBTOMaTU4eCcKn». He fonyckali aBTOMaTMYeCKOro NOAKAYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTH

CoumanbHble CETU aKTUBHO BXOAAT B Hallly >XM3Hb, MHOTUE NOAM PabOTalOT U XKUBYT
TaM MOCTOSIHHO, a B Facebook y»Xe 3aperncTpupoBaH MUNAMApP[ Ye/oBeK, YTO SBNSETCS OfHOIA
ceflbMOli BCeX >XXuTeneli nnaHeTbl. MHOrMe Monb3oBaTeNM HE MOHMMAIOT, YTO WMH(OpMaLMs,

pasMeLLeHHast UMW B COLMA/IbHbIX CETAX, MOXET ObiTb HalifleHa U UCMOMb30BaHa KeM YroAHO, B
TOM ymcne He 0653aTeIbHO C 61arMnM HaMepeHNsIMU.

OCHOBHble COBeTbI N0 6e30MacHOCTM B counanbHbIX CETAX:

1

OrpaHnyb COWUCOK fapy3eii. Y Tebs B APY3bSIX HE AO/MKHO ObiTb CAyYaliHbIX K
He3HaKOMbIX NOAeN;

3awuian cBoK YacTHYH XM3Hb. He ykasbiBail naponv, TeneoHbl, agpeca, faTty
TBOEr0 POXAEHWA W APYryH NUYHYI WH(POpMaLuMto. 310YMbILLNEHHUKN MOTYT
MCMoMb30BaTh AaXe MH(POPMaLuid O TOM, KakK Tbl M TBOM POAUTENW NaHUpyeTe
MPOBECTU KaHWUKY/bl;

3alumuiaii cBOKO penyTauuio - epXKn ee B YNCTOTE M 3ajaBaii cebe BONpoc: XoTes 6bl
Tbl, 4TOObI Apyrve Monb3oBaTenn BUAENN, YTO Tbl 3arpyxaewwb? Mogymai, npexpge
4yeM YTO-TO ONy6/IMKOBaTb, HANUCaTb U 3arpy3unThb;

Ecnv Tbl roBopuwb C NHOAbMU, KOTOPbIX HE 3Haellb, He WUCMONb3Yi CBOE peasibHOoe
UMA N APYTYHO JINYHYKO WH(OPMaUUnU: UMSA, MECTO >XXMTENbCTBa, MECTO Yy4ebbl u
npouee;

WN3b6eraii pasmewteHuns gotorpaduii B IHTepHeTe, rAe Tbl M300paXeH Ha MECTHOCTH,
MO KOTOPOW MOXHO OMNpefenTb TBOe MeCTOMOOXEHWE;

Mpu perncTpayny B COUManbHOM ceT HeOOX0AUMO MCMONb30BaTh CIOXKHbLIE NApOn,
cocTosLwme U3 6YKB U LGP N C KONNYECTBOM 3HaKOB He MeHee 8;

[na counanbHOM ceTn, NOYTbI U APYrMX CalTOB HEOOXOAMMO MCNONbL30BaTb PasHble

naponu. Torga ecnu Te6s B3NOMAtOT, TO 3/10YMbILLEHHWUKM MOMyYaT AOCTYN TO/MbKO
K 0HOMY MeCTY, a He BO BCe Cpasy.

ONEeKTPOHHBIE LEHLIU

ONEKTPOHHbIE AEHbIN — 3TO OYeHb YA06HbLIA CNOCO6 MnaTeXei, OAHAKO CYLLECTBYIOT
MOLLEHHWUKWN, KOTOPbIE XOTAT NONYYUTb 3TN AEHLIN.

ONeKTPOHHbIe [AeHbrM MOABWUINCL COBCEM HeAaBHO M UMEHHO M3-3a 3TOr0 BO MHOMMX
rocyfapcrteax fio C1UX Nnop He nponncaHo npo HMUX B 3aKOHax.


https://%c2%bb

B Poccum e OHM (YHKUMOHMPYHOT M O HUX YXKe MPOMnuWcaHo B 3aKOHe, rae WX
pasfenstoT Ha HECKONbKO BWAOB - aHOHWMHblE W He aHOHWUMHblE. Pas3HMUa B TOM, 4TO
aHOHWMHble - 3TO Te, B KOTOPbIX paspellaeTcs MPOBOAWTL onepauuy 6e3 ngeHTUDMKaLUM
Monb3oBaTens, a B HEaHOHUMHbIX MAEHTU(MKALMMN NONb30BaTeNs ABNSAETCA 0653aTeNbHON.

Takxe crefyeT pas3nyatb 3/EKTPOHHbIE (PUaTHblE AeHbrv (paBHbl roCYyAapCTBEHHbLIM
Ba/IHOTaM) U 3/1EKTPOHHbIE HE(MAaTHbIE AeHbIM (He paBHbI FOCYAapCTBEHHbLIM BasllOTaMm).

OCHOBHbIe COBeTbI N0 6e30MacHO paboTe C 3NeKTPOHHLIMU eHbramu:

1. TIpuBAXW K cYeTYy MOOWbHBIA TeneoH. ITO camblii YAO0OHbIA U ObICTPbIA CNocob
BOCCTaHOBUTb [OCTYN K cyeTy. puBs3aHHbIA TeneoH MOMOXET, ecnn 3abyaellb
CBOI NNaTeXHbIli Naponb UKW 3aiifeLlb Ha CainT C HE3HAKOMOIO YCTPOICTBA;

2. Wcnonb3yin ogHopasoBble naponun. llocne nepexofa Ha YCWUIEHHYH aBTOpM3aLuio
Tebe yXe He OyfeT yrpoXaTb 0NacHOCTb KpaXku WU nepexsaTa NiaaTexHoro napons;

3. Bblbepn CnoxHbIi naponb. [pecTynHWKam OyfeT He NpocTO yrafaTb CAOXHbINA
naposib. HagexHble naponn — 370 Naposiv, KOTOpble COAePXKaT He MeHee 8 3HaKOB U
BK/IHOYAIOT B CeBS CTPOUHbIE M MPOMUCHbIE BYKBbI, LU(PbI U HECKO/IbKO CYMBOJIOB,

Takue Kak 3HaK gonnapa, (oyHTa, BOCKIMLaTe bHbIN 3HaK 1 T.n. Hanpumep, StRONng!;;
4. He BBOAM CBOM INYHbIE AaHHbIe Ha cailTax, KOTOPbIM He [OBepseLLb.

ONeKTPOHHAA noyTa

DNEKTPOHHasA MoYTa — 3T0 TEXHOMOTMS U NPeAOCTaBNSEMbIE €10 YCYTN NO NEPEChLUKe U
MOMYYEHNO 3MEKTPOHHbLIX COOOLIEHWNA, KOTOpble PacnpefenstoTcs B KOMMbIOTEPHON CETW.
O6bI4HO 3NEKTPOHHbIN NOYTOBbIV ALWNK BbM-NAAUT  CNeaytoLwum 06pasom:

“MA_nonb3oBaTens(®Mmsa_goMeHa. Takke KpoMe Mepeayds MpocTOro TeKcTa, MMeeTcs
BO3MOXXHOCTb MepefiaBaTh (haibl.

OCHOBHbIe COBeTbI N0 6e30MacHO paboTe € 3NeKTPOHHOW NOYTOMN:

1 Hapgo Bbi6paTh NpaBuUsibHbIA MOYTOBLINA CepBUC. B MHTEpHETe ecTb OrpOMHbIA BbIGOP
6ecnniaTHbIX NOYTOBbLIX CEPBUCOB, OHAKO NyYlle [OBepPATb TeM, KOro 3Haellb W KTO
nepBblil B pENTUHTE;

2. He yka3biBail B IMYHOI NOYTE IMUYHYKO UHGpopMauuo. Hanpumep, nyylle BbibpaTb
«MY3blKa/ibHbIA_(haHaT(™» nnn «pok2013» BMecTo «TeMal3»;

3. Vcnonb3yin AByXaTanHyto aBTopu3aumio. 3T0 Korga nomMyvMo napons Hy>XHO BBOAWTb
KoA, npucbinaembliii no SMS;

4. Bblbepy CNOXHbIA Naponb. Ans KaXAOro MoYTOBOrO fLMKAa A0/MKEH ObiTb CBOM
HaeXHbI, YCTOWYMBBIA K B310MY Naposb;

5. Ecnn ecTb BO3MOXXHOCTb HamucaTb CaMOMY CBOW JIMYHbIA BOMPOC, MCMOMb3YIA 3Ty
BO3MOXHOCTb;

6. Vcnonb3yi HeCKOSbKO MOYTOBbIX AWMKOB. [lepBblii ANf 4aCTHON MNepenuckn ¢
afpecatamMu, KOTOpbIM Tbl [OBepsiellb. 3TO 3MIEKTPOHHbLIA afpec He Hajo
1CNOoNb30BaTh MNPV perucTpaumm Ha hopymax n camtax;

7. He oTkpbiBaii (haiifibl U Lpyrvue BIOXEHWUS B MUCbMax [LaXe eCnu OHW Npuwin ot
TBOUX ApYy3eit. Jlydlue yTOUHW Yy HUX, OTNPaBAAAN N1 OHK Tebe 3T (haisbl;

8. TMocne okKoH4YaHWA paboTbl Ha MOYTOBOM CepBUCE Mepes] 3aKpblTUeM BKMaAKu C
CaTOM He 3abyab HaXaTb Ha «BbIATW».



KunbepbynnTr nan BupTyanbHOe M3aeBaTeNnbCTBO

KnbepbynnuHr — npecnegoBaHMe COOOLLEHUAMU, COAEPXKALIMMW  OCKOpONeHus,

arpeccuto, 3anyruBaHue; XynuraHcTBo; cOLManbHOe 6OMKOTUMPOBAHWE C MOMOLLbI Pa3INYHbIX
VHTEPHeT-CepBUCOB.

OCHOBHble cOBeTbl N0 60pbbe ¢ KNGEPOYNTNHIOM:
1 He 6pocaiica B 60ii. Jlyuwimnini cnocob; NoCOBeTOBAaTLCA Kak Cebs BECTW W, eCnn HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHayane YCMoKouTbCH. Ecnu Tbl HayHellb

0TBeYaTb OCKOPOGMEHUAMU Ha OCKOPOMeHUs, TO TOMIbKO elle 60Nblle PasoxOKeLlb
KOH(INKT;

YnpaBnsii cBoein KnbeppenyTalueir;

3. AHOHUMHOCTb B CeTM MHMMasi. CyllecTBYKOT CNoco6bl BbISCHUTb, KTO CTOMT 3a
aHOHMMHbIM aKKayHTOM;

4. He cTOWUT BECTU XYNUTAHCKNIA 06pa3 BUPTYasbHOM XU3HWU. IHTEPHET PUKCMPYET BCe
TBOW AEVCTBUA U COXPaHAET UX. Y aannTb UX OyAeT KpaiHe 3aTpyAHUTENbHO;

5. Cob6noaaii cBoii BUPTYyanbHYH YeCTb CMOJOAY;

6. WrHopupyin eauHWYHbIA Heratme. OfHOpa3oBble OCKOPOGUTENbHbIE COO6LLEHMS
nyuyule urHopmposaTb. O6bIYHO arpeccusi NpekpaLLaeTcs Ha HavasbHOW cTaguu;

7. baH arpeccopa. B nporpammax 06MeHa MFTHOBEHHbLIMU COOBLLEHNAMU, B COLIMANbHbIX
CETAX eCTb BO3MOXHOCTb O/IOKMPOBKM OTNPaBKWM COOOLLEHNA C OMNpeaeNneHHbIX
aflpecos;

8 Ecnm Tbl cBugeTens KubepbynnuHra. TBOW [AeWCTBUA:  BbICTYMNUTb  NPOTUB
npecnefosatens, MnokasaTb €My, 4YTO ero [JeincTBUS OLEHMBAOTCA HEeraTtusHO,

nofaepXaTb >KepTBY, KOTOPO HyXKHA TMCMXOMOrMYecKas MOMOLb, COOOLLMTb
B3POC/bIM O (haKTe arpecCMBHOIO MOBEAEHUS B CETH.

o

Mo6LWbHbIN TenegoH

CoBpeMeHHble CMapTOHbl W MAaHWeTbl cogepXaT B ceGe BMOMHe B3POC/bli
(YHKUMOHAN, U Tenepb OHWM MOTYT KOHKYpPUpPOBaTb CO CTaLMOHApPHbIMK KOMMbHOTEPaMU.
OpHako, cpefCTB 3alMTbl A1 NOA06HbLIX YCTPOMCTB MOKa 04eHb Mano. TecTupoBaHMe M NOUCK

YA3BMMOCTEA B HUX MPOUCXOAWUT He TaK MHTEHCMBHO, Kak ans MK, To e camoe KacaeTcs u
MOGUbHBIX MPUNOXKEHWIA.

CoBpeMeHHbIe MOGUNbHbIE 6pay3epb| Y>XX€ MPakKTU4eCKn AorHann HaCTo/ibHblE aHas/10In,

O[lHAaKO paclUMpeHne (YHKLMOHaNa BNeyeT 3a COGO0M GOMblLUYH CMOXHOCTb U MEHbLLYHO
3aLLMLIEHHOCTb.

[laneko He BCe NPOM3BOAMTENN BbIMyCKAatOT OGHOBMEHUS, 3aKpblBatoLiMe KPUTUYECKMe
YSI3BUMOCTU A/t CBOMX YCTPOICTB.

OCHOBHble COBEeTbI 1151 6€30MacHOCTN MOGW/BLHOIO TefledoHa:

1 Hwuuero He ABNseTCs MNo-HacToslleMy 6GecnnaTHbIM. Bylb OCTOPOXEH, Bedb Korja
TeGe npegnaratoT 6eCMNaTHbIi KOHTEHT, B HEM MOTYT OblTb CKPbITbl Kakiue-TO
nnaTHbIE YCNYTK;

2. [Oywmaii, npexge yem otnpaButb SMS, OTO MM BUAEO. Thl TOYHO 3HaELLb, Fe OHU
O6yayT B KOHEYHOM UTore?

Heo6Xx0AMMO0 06HOBNATL ONEPaLIMOHHYH0 CUCTEMY TBOEr0 CMapT(oHa;
4. cnonb3yit aHTMBUPYCHbIE MPOrPaMMbl A1st MOBUbHbBIX TENE(OHOB;

w



5. He 3arpyxail NpunoXeHUs 0T HEN3BECTHOrO MCTOYHMKA, BEAb OHU MOTYT COAEPXKaTb
BPEAOHOCHOE NMPOrpamMMHoe obecneyeHue;

6. lMocne TOro Kak Tbl Bbllifellb C caliTa, rae BBOAW/ JINYHYKO WUH(OPMaLKIO, 3aiamn B
HacTpOliKn 6pay3epa 1 yaanu cookies;

7. Mepuoanyeckn NpoBepsii Kakne nnaTHbIe YCYrn akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [laBain cBO HOMep MOOWALHOrO TenedioHa TOMbKO /HOASM, KOTOPbIX Thl 3HaELlb U
KOMY A0BepsieLLb;

9. Bluetooth gomkeH ObITb BbIK/OYEH, KOrga Tbl MM He Monb3yewsbcs. He 3abbiBaii
MHOr a NpoBepsThH 3TO.

Online urpsbl

COBpEMEHHblE  OHMAWH-UIPbl - 3TO KPacoYHble, 3axBaTblUaloLiMe pPa3BleYeHus,
00bEAVHSAIOLLEE COTHM ThICAY YENOBEK MO BCEMY MUpY. VrpOKM MCCNeAytoT AaHHbIA UM Mup,
o6LarTCca ApYr € APYroM, BbIMOHAT 33fjaHUs, CPAKAOTCA C MOHCTPAMU U MOAYYaAHOT ONbIT.

3a y[0BONbCTBME OHWM NAATAT: MOKYNalT AUCK, OMiavmBaloT aGOHEMEHT WAU npuobpeTaroT
KaKune-To onuum.

Bce aTu cpeactsa MA3T Ha MOAdepXXaHWe W pasBUTME WUIPbl, a TakKXke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCSA CUCTEMbl aBTOpPM3alMK, BbLUYCKAIOTCA HOBble natyu
(umdppoBble 3anaaTkn 4na Nporpamm), 3aKpbiBarOTCSA YA3BUMOCTU CEPBEPOB.

B nofo6HbIX Mrpax CTOMT OMacaTbCsi He CTO/bKO CBOMX COMEPHMKOB, CKOMbKO KPaXu
TBOEro naponsi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTopU3aLyn 60NbLIMHCTBA UTpP.

OCHOBHble COBeTbI M0 6€30NacHOCTN TBOEIO UIPOBON0 aKKayHTa:

1 Ecnu apyroi nrpok Beaet cebs naoxo Unm cosgaet Tebe HEMPUATHOCTN, 3a6NOKUpPYIA
ero B CNUCKe UIPOKOB;

2. Moxanyica afMMHMUCTPaToOpaM Urpbl Ha M/0X0e MOBefjeHMe 3TOr0  Urpoka,
XenartesbHO NPUIOXKUTL KaKne-To AoKasaTe/IbCTBa B BUAE CKPUHOB,;

He ykasbiBali MM4Hy0 MHOpMaLMIo B npodaiine urpbl;

YBaxal Apyrux y4acTHUKOB MO WUrpe;

He ycTaHaBnvBal HeouumnanbHbie NaT4ym N MOAbI;

crnonb3yii CNoXHbIE U pasHble Naposu;

[axe BO BpeMsi Urpbl He CTOMT OTK/OYaTb aHTMBMPYC. MoKa Tbl Mrpaellb, TBOA
KOMMbIOTEP MOTYT 3apasnTb.

No oo, w

OULWINHT U KPaXKa INYHbIX faHHbIX

OO6bIYHOW Kpaxeil [AeHer U [OKYMEHTOB CErOAHs Y)Xe€ HWUKOF0 He YAMBULLbL, HO C
pasBUTMEM  WMHTEPHET-TEXHONOTNIA  3N0YMbILLJIEHHUKN  MEPEMECTUANCE B UHTEPHET, W
NPOJO/MKAKT 3aHUMATHCS «/IK0OUMbIM» [18/1I0M.

Tak nossunacb HoBas yrposa: WHTEPHET-MOLUEHHWYECTBA WA Cbl/ILIJVIHF, rnaBHasa Lesb
KOTOpPOro CoCTouT B MOAy4YeHUN KOHCbVI,CI.EHLI,VIaJ'IbeIX OaHHbIX Nnonb30BaTenein — NOrMHOB U

naponein. Ha aHrnminckom s3bxe phishing untaetca kak guwmHr (ot fishing — pbibHas nosns,
password — naporsib).

OCHOBHble COBEThI M0 60pb6E C PULLIMHIOM;

1 Cneon 3a CBOMM akkayHTOM. Ecnv Tbl nofo3pesaellb, YTO TBOA aHKeTa Oblua

B3/I0OMaHa, TO Heob6XxoAMMO 3abNOKMPOBaTb €e W CO0OWMWTb agMUHUCTPaATOpPaM
pecypca 06 3TOM KaK MOXHO CKOpee;



2. Wcnonb3yin 6esonacHble Beb-cailTbl, B TOM 4uCNe, WHTEPHET-MarasMHoOB WU
MOUCKOBBIX CUCTEM;

3. Vcnonb3yii cnoxHble ¥ pasHble nNaponu. Takum 06pa3om, ecnv Teb6s B3/OMalT, TO
3N0YMbM/IEHHUKW NOyYaT JOCTYN TONbKO K O4HOMY TBOEMY MPOMUII0 B CETH, a He
KO BCeM,;

4, Ecnn Teba B3nOManM, TO HeOOXOAMMO MpeaynpeauTb BCEX CBOUX 3HAKOMbIX,
KoTopble fo6aBneHbl y Tebs B ApYy3bsAX, O TOM, YTO Te6A B3/IOMann U, BO3MOXHO, OT
TBOEro MMeHu ByfeT paccbllaTbCs crnam W CCbIIKW Ha PULINHIOBbIE CaiThl;

5. YcTaHoBM HagexHbI naponb (PIN) Ha MOOGWNbHLIN TeNnegoH;

OTK/0UN coXpaHeHWe napons B bpaysepe;

7. He oTkpbiBail (haitfibl U Apyrvie BMIOXKEHUA B MUCbMaxX LaXe €CNn OHW MPULLAN OT
TBOMX [py3eil. Jlyulle YTOUHW Y HUX, OTNPaBAAAN N1 OHW Tebe 3T (halisibl.

o

Linchposas penyTaums

LinthpoBas penytaums - aTo HeraTMBHas WAM NO3UTUBHaA MH(opMaLus B ceTu 0 Tebe.
KomMnpomeTupytowas mMHpopMaums pasmeLleHHas B WHTEPHETE MOXET Cepbe3HbiM 06pa3om
0TPasUTbCA Ha TBOE peanbHOW XM3HWU. «LlndpoBas penyTaums» - 370 TBOW UMUK, KOTOPbIi
thopmMmmpyeTca 13 nHpopmalmm o Tebe B UHTEPHETE.

TBOE MeCTO XUTeNbCTBA, yUebbl, TBOE (hMHAHCOBOE MOMIOXeEHUe, 0COBEHHOCTH XapakTepa
1 pacckasbl 0 6/IM3KMX - BCE 3TO HaKanMBaeTCs B CETU.

MHorve nogpocTKN NErkKOMbICIEHHO OTHOCATCA K My6AMKauuy NnMYHOM uHhopmMaunm B
NHTepHeTe, He NOHMMas BO3MOXHbIX MOCNeACTBMIA. Thbl AaXKe He CMOXELUb A0ragatbCs 0 TOM,
yTo hoTorpadms, pasmelleHHas 5 neT Hasaf, cTana NPUUYUHON O0TKasa NPUHSATbL Teba Ha paboTy.

KommeHTapuu, pasmelleHve TBOMX oTorpaduii v [pyrue AeWCTBMS MOTYT He
NCYE3HYTb fJaXe nocne TOoro, Kak Tbl UX yganuub. Tbl He 3Haellb, KTO COXpaHWn 3Ty
MH(opMaLMio, nonana M OHa B NMOMCKOBbIE CUCTEMbI U COXPaHWNACh /M OHA, a FNMaBHOE; YTO
nogymatoT 0 Tebe OKpyKatollee NoaN, KOTopble HalayT M YyBUAAT 3T0. HailTu mHpopmaymto
MHOrO fIeT CNyCTA CMOXeT Noboi - Kak M3 JobpbiX NO6YXAeHWW, TaKk U C HaMepeHuem
NPUYUHUTL Bpef. ITO MOXET ObITb KTO YTOAHO.

OCHOBHbI€ COBETbI MO 3aWuUTe LUPPOBOIA penyTauuu:

1 [Moaywmaii, npexae 4Yem 4TO-TO NyO6AMKOBaTb M nepefaBaTb Y cebs B 610re wuam B
COLManbHOM CceTu;

2. B HacTpoiikax npouns yctaHoBU OrpaHuyeHns Ha MPOCMOTP TBOEro Npoguns v ero
COAEPXMMOr0, caenaii ero TONbKO «AN1st Apy3eii»;

3. He pasmellain 1 He yKasbiBali MH(OPMaLMIO, KOTOPas MOXET KOro-nnbo ockopbnatb
nnm obuxarb.

ABTOpPCKOe npaso

CoBpeMEHHbIE  LWIKOMbHUKKN- aKTUBHbIE M0/b30BaTeNIM  LM(POBOro MPOCTPaHCTBA.
OfHaKo faneko He BCe 3HAKOT, YTO NONb30BaHME MHOTMMMW BO3MOXHOCTSIMU LM(POBOro mMmpa
TpebyeT cO6M0AeHNS NPaB Ha UHTENNEKTYallbHY COBCTBEHHOCTD.

TepMUH «MHTENNeKTyanbHas COGCTBEHHOCTb» OTHOCUTCA K Pa3/NYHbIM TBOPEHMUSM
4eNIOBEYECKOr0 YMa, HayMHas ¢ HOBbIX U300PETEHUI M 3HAKOB, 00603HaYaOLMX COOCTBEHHOCTb

Ha NPOAYKTbl M YCAYrM , W 3aKaH4MBas KHUramu, gotorpadmsamu, KUHODUIbMaMU U
MYy3blKa/lbHbIMI MPOU3BEAEHUAMMN.



ABTOpPCKME MpaBa - 3TO MpaBa Ha UHTENNEKTyaNbHY COGCTBEHHOCTb Ha MPOV3BEAEHNS
HayKuW, NTepaTypbl 1 MCKYCCTBa. ABTOPCKME NpaBa BbICTYNAlOT B KAYeCTBE rapaHTumM TOro, YTo
VHTENNEKTYa bHbI/TBOPUECKUIA TPy aBTOpa He GYAeT HanpacHbIM, AacT eMy ChpaBeAuBbIe
BO3MOXXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MoAyunTb U3BECTHOCTb U MPU3HAHNE.
HuKTO 6€3 pa3peLLeHnst aBTopa He MOXXET BOCMPOM3BOAUTL €r0 NPOn3BeeHNe, PacnpoCTPaHsTh,
ny6/MYHO [IEMOHCTPUPOBaTb, MpPOAaBaTb, MMMOPTUPOBATb, MyCKaTb B MPOKAT, My6AMYHO
MCMOMHATb, NOKa3blBaTb/UCNONHATL B 3Mpe Unmn pasmellatb B IHTEpHETE.

cnonb3oBaHWe «NPATCKOro» NpPorpaMMHOro 06ecriedeHns MOXeT NPUBECTU K MHOTUM
pUCKam: OT MOTEPU [AaHHbIX K TBOMM aKKayHTaM [0 G/I0OKMPOBKWM TBOEro YCTPOWCTBa, rae
YCTaHOB/NEHHbIi He nerasbHas nporpaMma. He CTOMT Takke 3abblBaTb, UTO CYLIECTBYET
neranbHble U 6ecnniaTHble MPOrPaMMbl, KOTOPbIE MOXHO HaliTW B CETH.

O nopTane

CeTeBMYOK.ph - TBOW rNaBHbIi COBETYMK B CETW. 3[eCb Tbl MOXelWb Y3HaTb O
6e30MacHOCT B CETU MOHATHLIM W AOCTYMHbIM S3bIKOM, a NPU BO3SHUKHOBEHUU KPUTUYECKOIA

CUTyauumn 06paTUTbCA 3a COBETOM. A TakXe MPUHATb yyacTue B KOHKypcax M CTaTb CaMbiM
LMPOBLIM FpaXkaaHNHOM!



